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BACKGROUND

CIRCUIT ENGINEERING DISTRICT #4
DISTRICT INFORMATION AND OFFICIALS
FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

Pursuant to 69 O.S. § 687.1, counties may ‘“create a circuit engineering
district with any other county or counties” to allow county governments
to “make the most efficient use of their powers [...] that will accord best
with geographic, economic, population and other factors influencing the
needs and development of county government.” The District is considered
a political subdivision of the state.

The circuit engineering district provides project-focused assistance for its
member counties, a shared engineer between counties in an advisory
capacity, engineering expertise that counties could not afford alone, help
for small, rural counties, and help with a county five-year construction
work plan.

Each participating county in the District has an appointed county
commissioner to serve as members from the District’s respective county
seats. Each District then elects officers from the members as follows:
President, Vice-President, Secretary, and Treasurer.

Randy Thomas President, Pottawatomie County
Tim Porter Vice-President, Seminole County
Mike Thompson Secretary, Johnston County

Lee Doolen Treasurer, Lincoln County
Nicholis Lee Coal County

Gary Phillips Hughes County

James Yandell Okfuskee County

Danny Davis Pontotoc County

il



CIRCUIT ENGINEERING DISTRICT #4
DISTRICT AREA AND SERVICES
FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020
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Circuit Engineering District #4 (the District) is comprised of an eight-county region in the central-eastern
part of the state including: Coal, Hughes, Johnston, Lincoln, Okfuskee, Pontotoc, Pottawatomie, and
Seminole counties'.

Additionally, the District has entered into agreements with the Oklahoma Department of Transportation in
order to provide professional services for the improvement of roads and bridges of member counties.
Services provided include preliminary engineering, construction management, bridge inspection, fracture
critical bridge inspection and program management.

"Map https://www.odot.org/cirb/pdfs/cirb_engr-dist.pdf
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CIRCUIT ENGINEERING DISTRICT #4
FUNDING SOURCES
FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

The District is funded by multiple sources including Federal, State and local revenues. The chart below
summarizes the revenue sources.

REVENUE BY SOURCE

OCCEDB (CBRI and
Auction Proceeds)
$484,779

ODOT (CIRB and
Professional Services)
$678,926

County and Local
(Enterprise Activities)

$253,469
Equipment Reimb. 37,389
Labor Reimb. 96,575
Material Reimb. 8,045
Constuction 17,800
Engineering 30,941

Sign Shop 62,719

Interest Income
$216

During the period the District collected $1,417,390 in total revenue.
v



CIRCUIT ENGINEERING DISTRICT #4
PROJECT HIGHLIGHTS FY 2020
FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

Circuit Engineering District No. 4 is a multi-county governmental entity that is comprised of voluntary
regional member counties. The District became active January 1, 2003 with the primary objective to
employ professional and technical personnel in order to provide value-based services and management to
its member counties. This maximizes the economic benefit of the resources available for the maintenance
and constructionof the county road and bridge inventories.

The District’s Core Services

Safety Bridge Inspection

CED4 provides a certified and highly trained bridge inspection crew to ensure the District’s local
government owned bridges are acceptable and safe for the driving public. In addition, the District Engineer
analyzes the inspection data to provide in-depth reports and load ratings. Safety bridge inspection is a
federally mandated and funded program.

FY 2020 Accomplishments:

Conducted and completed 743 bridge safety field inspections and reports.

Conducted and completed 6 fracture critical bridge safety inspections and reports.

Completed 44 special bridge inspections for bridges with significant condition deficiencies.
Completed 266 bridge load rating analyses, identifying maximum tonnage and signage needs.

Construction Management and Inspection
During the last quarter of FY20, CED4
created a  construction inspection
department to manage and supervise the
construction of county transportation
projects. This staff is comprised of
engineers and ODOT certified inspectors
who oversee construction methods and
material qualities on ODOT let county
projects. Inspection services ensure that
projects remain on scheduleand on budget
when possible within the confinesof the
construction plans and contracts.Inspectors
keep the County Commissioners well
informed of project operations during the
entirety of construction. Staff also consults with CED4 designers regarding constructability plan review
and recommendations when requested by the design staff,

Source: Information provided by Circuit Engineering District #4 (presented for informational purposes).
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CIRCUIT ENGINEERING DISTRICT #4
PROJECT HIGHLIGHTS FY 2020
FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

FY 2020 Accomplishments:
e Creation of Construction Management and Inspection Department for county road and bridge
projects.
e First CM project JP29267 Doise Creek, Lincoln County, construction completed in FY2021.

Right-of-Way and Construction Utility Relocation Services

The District assists its member counties with the acquisition of right-of-ways to legally gain access to
properties required for construction. Additionally, the District provides staff to manage and coordinate with
all local utility providers including telecommunication, gas, electric, and rural water districts on county
projects that need utility lines to be cleared and relocated outside of the construction corridors.

FY 2020 Accomplishments:
e 6 Right-of-Way Projects; all six of these projects let for construction in FY2021.
e 9 Utility Relocation Projects; five projects let via ODOT in FY2021, two projects built by the
counties.

Force Account Construction

CED4 provides experienced personnel to lead or
assist in the construction of small bridge and
maintenance jobs resulting in hundreds of
thousands of dollars in savings to the counties
annually. The District provides an array of tools
and construction equipment for the use on these
projects that are not typically possessed by
individual counties. Typical projects included:
pier and abutment repairs, beam repairs, scour
mitigation, bridge construction, tank car
installation, pile driving, concrete slab
construction, and culvert repair or replacements.

FY 2020 Accomplishments:

e 2 steel beam span bridges constructed using recycled Crosstown beams for superstructure.
e 4 foundation and one multi-beam rehabilitation projects.
Al ; . Engineering and Program Management

CED4 provides engineers and design technicians

who are experts at understanding the intricacies
involved in bringing a cost- effective construction
project starting at planning, through design phases,
and to final construction. Projects are either let
through the State ODOT using CIRB and Federal
funds or constructed via the District and County

Source: Information provided by Circuit Engineering District #4 (presented for informational purposes).
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CIRCUIT ENGINEERING DISTRICT #4
PROJECT HIGHLIGHTS FY 2020
FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

staff for force account projects. The engineering staff also assists its member counties with creating and
implementing their transportation plans. Each of the county budgeted spending plans are then built into one
equitable funding plan which targets each county’s infrastructure upgrade and replacement needs.

FY 2020 Accomplishments:
e 9 0DOT lettings District wide, including 7 bridge replacements and 12 miles of roadway construction.

e Approximate project construction costs: $13,242,000.00 ($10,082,000.00 CIRB & $3,160,000.00
STPG).

e Project tracking and quarterly updates for 45 projects in pre-construction development phases.
e 12 active engineering project designs with CED design staff, five of which let in FY2021.

e Oversight of the creation and approval of District’s $104 Million FY2021-2025 CIRB 5-Year
Construction Plan.

Sign Production Shop

CED4 road sign manufacturing service is
used by counties and other local government
agencies as an inventory management tool.
By consolidating materials and personnel,
member counties have a quick and cost-
effective way to keep on-hand signs. Staffis
knowledgeable of the Manual of Uniform
Traffic Control Devices (MUTCD) and
machinery for sign production

CED4 Sian Sho

FY 2020 Accomplishments:
e Manufactured over 2,500 traffic signs for more than a two dozen government entities including,
counties, local municipalities, and tribal governments throughout the District.

Source: Information provided by Circuit Engineering District #4 (presented for informational purposes).
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CIRCUIT ENGINEERING DISTRICT #4

PRESENTATION OF REVENUES, EXPENDITURES,

AND FUND BALANCES OF DISTRICT FUNDS

FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

Presentation of District #4 Funds for the Period of July 1, 2019 through June 30, 2020

General Fund

Beginning Cash Balance, July 1 $ 709,049
Revenues:
ODOT Revenue 678,926
Counties, Cities, and Tribal Revenue 253,469
CED Revolving Fund Revenue 464,169
CED Auction Revenue 20,610
Interest and Other Revenue 216

Total Revenues 1,417,390
Expenditures:
Payroll Expenses 845,329
Building Expenses 9,986
Capital Expenditure -
Construction Project Expense 39,444
Heavy Construction Equip. Expense 4,367
Liability and Workers Comp. Expense 12,111
Mailing and Reproduction 2,664
Project Design Expense 167,381
Professional Fees Expense 19,802
Professional Services Expense 31,051
Sign Shop Expense 38,969
Supplies Expense 10,193
Travel Expense 465
Utilities Expense 10,373
Vehicle Expense 15,640

Total Expenditures 1,207,775
Ending Cash Balance, June 30 $ 918,664

Source: District’s Financial Report (presented for informational purposes)
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CIRCUIT ENGINEERING DISTRICT #4
DESCRIPTION OF THE DISTRICT’S FUNDS
FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

Description of the District’s Funds

The District uses funds to report on revenues, expenditures, and fund balances. Fund accounting is
designed to demonstrate legal compliance and to aid financial management by segregating transactions
related to certain government functions or activities.

Following are descriptions of the District’s funds within the Presentation of Revenues, Expenditures,
and Fund Balances of District Funds:

Circuit Engineering District #4 General Fund - the General Fund is the primary operating fund of the
District and is used to account for all activities.
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CIRCUIT ENGINEERING DISTRICT #4

PURPOSE, SCOPE, GENERAL METHODOLOGY,

AND INTERNAL CONTROL CONSIDERATIONS

FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

This audit was conducted in response to 69 O.S. § 687.1, which requires the
State Auditor and Inspector’s Office to audit the books and accounts of the
circuit engineering district.

We conducted this performance audit in accordance with generally accepted
government auditing standards. Those standards require that we plan and
perform the audit to obtain sufficient, appropriate evidence to provide a
reasonable basis for our findings and conclusions based on our audit
objectives. We believe that the evidence obtained provides a reasonable
basis for our findings and conclusions based on our audit objectives.

In planning and conducting our audit, we focused on the major financial
related areas of operations based on assessment of materiality and risk for
the period July 1, 2019 through June 30, 2020.

Our audit procedures included inquiries of appropriate personnel,
inspections of documents and records, and observations of the District’s
operations. We utilized sampling of transactions to achieve our objectives.
To ensure the samples were representative of the population and provided
sufficient, appropriate evidence, the random sample methodology was used
We identified specific attributes for testing each of the samples. Further
details regarding our methodology are included under each objective.

Because of the inherent limitations of an audit, combined with the inherent
limitations of internal control, errors or fraud may occur and not be detected.
Also, projections of any evaluation of internal control to future periods are
subject to the risk that conditions may change or compliance with policies
and procedures may deteriorate.

Internal Control Considerations

The Government Accountability Office (GAO) emphasizes the importance
of internal controls at all levels of government entities. Their Standards for
Internal Control’ outline the five overarching components of internal
control: the control environment, risk assessment, information and
communication, monitoring, and detailed control activities. Each of these
components, listed in Appendix A for your reference, includes a subset of
principles that are expected to be operating at government entities.

The Standards for Internal Control’ underscore that an internal control
system is effective only when the five components of internal control are
effectively designed, implemented, and operating together in an integrated
manner. As required by Government Auditing Standards’, we have

3



CIRCUIT ENGINEERING DISTRICT #4

PURPOSE, SCOPE, GENERAL METHODOLOGY,

AND INTERNAL CONTROL CONSIDERATIONS

FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

identified the aspects of internal control components and underlying principles significant to each audit
objective in this engagement and our assessments are detailed in Appendix A.

Any internal control deficiencies are documented in the findings included under each objective in this
report. Because our audit was limited to the internal control components and underlying principles deemed
significant to our audit objectives, it may not have disclosed all internal control deficiencies that may have
existed at the time of the audit.

2Standards for Internal Control in the Federal Government, or the “Green Book,” sets standards and the overall
framework for an effective internal control system in federal agencies and is treated as best practices for other levels
of government. Last update 2014, accessible online at https:/ /www.gao.gov/products/ GAO-14-704G

3 Government Auditing Standards, or the “Yellow Book,” also promulgated by the GAO, guides our performance and
operational audits. Last version 2018, accessible online at https:/ /www.gao.gov/products/ GAO-18-568G.
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CIRCUIT ENGINEERING DISTRICT #4
OBJECTIVES AND RESULTS OF OPERATIONAL AUDIT
FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

Objective 1: To determine the District’s revenues, expenditures, and fund balances are accurately
presented on the District’s financial reports for the period.

Conclusion: With respect to the items reconciled and reviewed; the District’s revenues, expenditures, and
fund balances were accurately presented on the District’s financial reports for the period. However, we
noted some deficiencies in internal controls regarding the financial reporting process.

Objective 1 Methodology: To accomplish objective 1, we performed the following:

e Documented our understanding of the processes for preparing the District’s monthly financial
reports. Evaluated those processes and identified significant internal controls related to the
preparation of the District’s monthly financial reports.

e Compared those processes to governmental internal control standards outlined in the GAO
Standards for Internal Control.

e Confirmed $1,163,714 in monies (82% of total monies) received from the State Treasurer’s Office
(ODOT, OTC, etc.) and Oklahoma Cooperative Circuit Engineering Districts Board (OCCEDB)
and determined that these monies were entered into the accounting system in the proper amount.

e Prepared a general ledger schedule of cash and investments at June 30 to ensure the schedule
reconciled to the District’s financial report.

e Confirmed all cash and investment balances at June 30th.

e Re-performed the June 30 bank reconciliation and confirmed reconciling items.

e Reviewed bank balances of all accounts at June 30th on the District’s general ledger to ensure that
investments were adequately secured as required by 62 O.S. § 517.4.

FINDINGS AND RECOMMENDATIONS

Finding 2020-001 — Internal Controls Over District’s Monthly Financial Reports

Condition: The duties over the District’s financial operations are not properly segregated. The
administrative assistant posts all revenue and disbursement transactions to the accounting system and
prepares invoices.

Other control deficiencies noted include:
o The monthly financial reports were not reviewed for accuracy by someone other than the preparer.
e Bank reconciliations have been outsourced to a CPA firm; however, no one reviews the bank
reconciliations to verify accuracy and these reconciliations are not approved by someone other than
the preparer.
e The District does not verify ending bank account balances to ensure funds are appropriately
collateralized.

Cause of Condition: Policies and procedures have not been designed and implemented to ensure:

5



CIRCUIT ENGINEERING DISTRICT #4
OBJECTIVES AND RESULTS OF OPERATIONAL AUDIT
FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

e Review revenue, expenditures, and fund balances to verify that these amounts are accurately
presented on the monthly reports and are reviewed by someone other than the preparer.

e Bank account reconciliations are reviewed by someone other than the preparer and documentation
of the review is maintained.

e Bank deposits are adequately secured.

Effect of Condition: These conditions could result in unrecorded transactions, misstated financial reports,
undetected errors, or misappropriation of funds, noncompliance with state statute, and loss of District funds.

Recommendation: The Oklahoma State Auditor & Inspector’s Office (OSAI) recommends that the
District develop policies and procedures that designs a system of internal control to provide reasonable
assurance that revenue, expenditures, and fund balances are accurately presented on the District’s monthly
reports.

To improve controls over the District’s monthly reports, we recommend the following:
e Management review and approve accounting functions to help ensure segregation of duties.
e Monthly financial reports should be reviewed by someone other than the preparer.
e Bank reconciliations should be reviewed by someone other than the preparer.

Additionally, OSAI recommends that the District design procedures to compare bank balances to the fair
market value of pledged collateral on a periodic basis to ensure that funds are adequately secured.
Documentation for this procedure should be maintained.

Management Response:
CED Board Chairman: The District will develop policies and procedures to implement internal controls
including reviews by management as recommended by the Auditor’s office.

Criteria: The United States Government Accountability Office’s Standards for Internal Control in the
Federal Government (2014 version)* aided in guiding our assessments and conclusion.

GAO Standards — Principle 2 — Exercise Oversight Responsibility - 2.10 states:

Oversight for the Internal Control System

These responsibilities are supported by the organizational structure that management
establishes. The oversight body oversees management’s design, implementation, and
operation of the entity’s organizational structure so that the processes necessary to enable
the oversight body to fulfill its responsibilities exist and are operating effectively.

4Although this publication (GAO Standards) addresses controls in the federal government, this criterion can be
treated as best practices and may be applied as a framework for an internal control system for state, local, and quasi-
governmental entities.
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CIRCUIT ENGINEERING DISTRICT #4
OBJECTIVES AND RESULTS OF OPERATIONAL AUDIT
FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

GAO Standards — Principle 10 — Design Control Activities - 10.03 states in part:

Design of Appropriate Types of Control Activities

Management designs appropriate types of control activities for the entity’s internal control
system. Control activities help management fulfill responsibilities and address identified
risk responses in the internal control system. The common control activity categories listed
in figure 6 are meant only to illustrate the range and variety of control activities that may
be useful to management. The list is not all inclusive and may not include particular control
activities that an entity may need.

Segregation of duties

Management divides or segregates key duties and responsibilities among different people
to reduce the risk of error, misuse, or fraud. This includes separating the responsibilities for
authorizing transactions, processing and recording them, reviewing the transactions, and
handling any related assets so that no one individual controls all key aspects of a transaction
or event.

Appropriate documentation of transactions and internal control

Management clearly documents internal control and all transactions and other significant
events in a manner that allows the documentation to be readily available for examination.
The documentation may appear in management directives, administrative policies, or
operating manuals, in either paper or electronic form. Documentation and records are
properly managed and maintained.

Additionally, GAO Standards — Principle 12 — Implement Control Activities - 12.02 through 12 04
states:

Documentation of Responsibilities through Policies

Management documents in policies the internal control responsibilities of the organization.
Management documents in policies for each unit its responsibility for an operational
process’s objectives and related risks, and control activity design, implementation, and
operating effectiveness. Each unit, with guidance from management, determines the policies
necessary to operate the process based on the objectives and related risks for the operational
process. Each unit also documents policies in the appropriate level of detail to allow
management to effectively monitor the control activity Management communicates to
personnel the policies and procedures so that personnel can implement the control activities
for their assigned responsibilities.

Title 62 O.S. § 517.4(C) states: Securities eligible for collateral shall be valued at market value. The
treasurer shall review and determine the market value of collateral pledged for security not
less than quarterly. The market value of pledged securities shall be provided to the treasurer
by either the financial institution holding the deposit or the financial institution holding the
collateral securities, which market value must have been obtained from an independent,
recognized and documented source. The State Treasurer shall promulgate rules to provide
for the valuation of collateral if the market value is not readily determinable. The State

7



CIRCUIT ENGINEERING DISTRICT #4
OBJECTIVES AND RESULTS OF OPERATIONAL AUDIT
FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

Treasurer shall prescribe reporting requirements and forms for financial institutions to list
collateral securities pursuant to this section.

Objective 2: To determine whether the District’s expenditures (including payroll) are supported

by adequate documentation and for the allowable operations of the District.

Conclusion: With respect to the items tested, the District’s expenditures (including payroll) are for the
allowable operations of the District. However, we noted some deficiencies regarding adequate
documentation and internal controls in the expenditure (including payroll) process.

Objective 2 Methodology: To accomplish objective 2, we performed the following:

Documented our understanding of the expenditure process including payroll. Evaluated those
processes and identified significant internal controls related to expenditures.

Compared those processes to governmental internal control standards outlined in the GAO
Standards for Internal Control.

Reviewed a random sample of twenty-seven (27) expenditures totaling $25,824 representing 7.12%
of expenditures in the population tested.

Reviewed a random sample of two (2) payroll periods totaling $44,518 representing 5.27% of
payroll expenditures in the population tested.

FINDINGS AND RECOMMENDATIONS

Finding 2020-002 — Internal Controls Over the District’s Expenditures

Condition: Internal control deficiencies in the expenditure process included the following:

The District Board and management did not review or approve payroll expenditures.

Timesheets were not prepared using a recording of clock in and out times according to the District
policy.

Payroll direct deposits are not reviewed for accuracy.

Although the District has segregated duties in the purchasing functions, they are not properly
implemented due to all employees using the same login to the accounting system.

In a random sample of twenty-seven (27) District expenditures (excluding payroll):

Five (5) were not approved or reviewed by management,

Two (2) were not supported with adequate documentation such as an itemized invoice,
Two (2) were not reviewed and approved by the Board,

One (1) was for an overdraft fee, and

One (1) was an invoice paid for another entity.

8



CIRCUIT ENGINEERING DISTRICT #4
OBJECTIVES AND RESULTS OF OPERATIONAL AUDIT
FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

In a random sample of two (2) District payroll periods which included twenty-three (23) payroll
transactions:

e One (1) timesheet was not signed by the employee, and
e Four (4) timesheets were not submitted by employees.

Cause of Condition: Policies and procedures have not been designed and implemented to ensure the
District’s expenditures (including payroll) processes are segregated; supported by accurate and adequate
documentation; and reviewed and approved by management and the Board. Additionally, policies have not
been implemented to ensure timesheets are properly documented and all employees submit timesheets.

Effect of Condition: These conditions resulted in misappropriation of funds. Further, a single person
having responsibility for more than one area of recording, authorization, custody of assets, and execution
of transactions could result in unrecorded transactions, misstated financial reports, clerical errors, or
misappropriation of funds not being detected in a timely manner.

Recommendation: OSAI recommends management develop policies and procedures to segregate duties
over the District’s expenditure process. In the event that segregation of duties is not possible due to limited
personnel, OSAI recommends implementing compensating controls to mitigate the risks involved with a
concentration of duties. Compensating controls would include separating key processes and/or critical
functions of the office and having management review and approval of accounting functions.

Further, OSAI recommends that the District:
e Document the review of expenditures including payroll by management and the Board.
e Review supporting documentation of expenditures such as invoices, timesheets, payroll reports,
and direct deposits.
e Ensure all employees submit timesheets prepared in accordance with the District policies.
e Ensure employees utilize individual logins for the accounting system.

Management Response:

CED Board Chairman: The District will develop policies and procedures to implement internal controls
including reviews by management; verification of supporting documentation; and review and approval by
the Board as recommended by the Auditor’s office.

Criteria: The GAO Standards — Section 2 — Objectives of an Entity - OV2.24 states:

Safeguarding of Assets

A subset of the three categories of objectives is the safeguarding of assets. Management
designs an internal control system to provide reasonable assurance regarding prevention or
prompt detection and correction of unauthorized acquisition, use, or disposition of an
entity’s assets.



CIRCUIT ENGINEERING DISTRICT #4
OBJECTIVES AND RESULTS OF OPERATIONAL AUDIT
FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

Further, GAO Standards — Principle 2 — Exercise Oversight Responsibility - 2.10 states:

Oversight for the Internal Control System

These responsibilities are supported by the organizational structure that management
establishes. The oversight body oversees management’s design, implementation, and
operation of the entity’s organizational structure so that the processes necessary to enable
the oversight body to fulfill its responsibilities exist and are operating effectively.

Also, GAO Standards — Principle 10 — Design Control Activities - 10.03 states in part:

Design of Appropriate Types of Control Activities

Management designs appropriate types of control activities for the entity’s internal control
system. Control activities help management fulfill responsibilities and address identified
risk responses in the internal control system. The common control activity categories listed
in figure 6 are meant only to illustrate the range and variety of control activities that may
be useful to management. The list is not all inclusive and may not include particular control
activities that an entity may need.

Management divides or segregates key duties and responsibilities among different people
to reduce the risk of error, misuse, or fraud. This includes separating the responsibilities
for authorizing transactions, processing and recording them, reviewing the transactions,
and handling any related assets so that no one individual controls all key aspects of a
transaction or event.

Further, GAO Standards — Principle 11 — Design Activities for the Information System - 11.14 states in
part:

Design of Security Management

Management designs control activities to limit user access to information technology
through authorization control activities such as providing a unique user identification or
token to authorized users. These control activities may restrict authorized users to the
applications or functions commensurate with their assigned responsibilities, supporting an
appropriate segregation of duties.

Additionally, GAO Standards — Principle 12 — Implement Control Activities - 12.02 through 12.04 states:

Documentation of Responsibilities through Policies

Management documents in policies the internal control responsibilities of the organization.
Management documents in policies for each unit its responsibility for an operational
process’s objectives and related risks, and control activity design, implementation, and
operating effectiveness. Each unit, with guidance from management, determines the
policies necessary to operate the process based on the objectives and related risks for the
operational process. Each unit also documents policies in the appropriate level of detail to
allow management to effectively monitor the control activity Management communicates
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CIRCUIT ENGINEERING DISTRICT #4
OBJECTIVES AND RESULTS OF OPERATIONAL AUDIT
FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

to personnel the policies and procedures so that personnel can implement the control
activities for their assigned responsibilities.

Objective 3: To determine whether the District established a process to evaluate proposed projects
when using County Improvements for Roads and Bridges (CIRB) funds, prioritized

those projects, and that they were submitted in the District’s S Year Construction
Work Plan to ensure compliance with 69 O.S. § 507 B and Administrative Code
730:10-23-5 and 730:10-23-7.

Conclusion: With respect to the items reviewed, the District complied with 69 O.S. § 507 B in part,
requiring the District to submit the District’s 5 Year Construction Work Plan to the Department of
Transportation. The District did not comply with 69 O.S. § 507 B and Administrative Code 730:10-23-5
and Administrative Code 730:10-23-7, which required the District to establish a process to evaluate
proposed projects when using County Improvements for Roads and Bridges (CIRB) funds, and to prioritize
those projects.

Objective 3 Methodology: To accomplish objective 3, we performed the following:

e Determined the District has established a process to evaluate proposed projects for conformance to
the intent of the program and the project evaluation criteria prior to compiling the District’s 5 Year
Construction Work Plan.

e Determine the District has established a process for determining the level of priority for projects
and has compiled a prioritized list of recommended projects.

e Determined the District submitted a prioritized list of recommended projects to the Department of
Transportation for the District’s 5 Year Construction Work Plan.

FINDINGS AND RECOMMENDATIONS

Finding 2020-003 — Internal Controls Over the District’s 5 Year Construction Work Plan

Condition: The District has not established processes for the following:

e Evaluation of proposed projects for conformance to the intent of the program and to project
evaluation criteria used to compile the District’s 5 Year Construction Work Plan.
e Determining the level of priority for projects to include on the list of recommended projects.

Cause of Condition: Policies and procedures have not been designed and implemented to ensure proposed
projects are prioritized and evaluated to determine the conformance with intent of program and project
evaluation criteria.

Effect of Condition: These conditions resulted in noncompliance with state statute and Administrative
Codes.
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CIRCUIT ENGINEERING DISTRICT #4
OBJECTIVES AND RESULTS OF OPERATIONAL AUDIT
FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

Recommendation: OSAI recommends that the District establish an evaluation process for proposed
projects to determine the conformance with intent of the program and project evaluation criteria. Further,
OSAI recommends the District establish a process to assign priority levels to each project to be considered
for the District’s 5 Year Construction Work Plan.

Management Response:

CED Board Chairman: The CED will establish and document an assessment process for each proposed
project that includes conformance with the intent of the program, project evaluation criteria and priority
within the District to ensure compliance with state statutes and the Administrative Code.

Criteria: Title 69 O.S. § 507 B., states in part “The funds shall be used for the sole purpose of
construction or reconstruction of county roads or bridges on the county highway system
that are of the highest priority as defined by the Transportation Commission. Counties may
accumulate annual funding for a period of up to five (5) years for a specific project, with
such funding to be held by the Transportation Commission to the credit of the county
project. The Transportation Commission shall promulgate rules for the administration of
the process and the development of criteria for determining the level of priority for projects
and include such projects in a five-year construction plan that will be updated annually.
Projects in the five-year construction plan shall be contracted as provided by law and
awarded by the Transportation Commission.”

Administrative Code 730:10-23-5. Project eligibility and approval

Projects shall be considered and approved for inclusion in the five-year construction work
plan annually by the Department of Transportation on the basis of specific project
evaluation criteria. These criteria shall generally consider factors including the ability of
the county to effect the improvements through the utilization of other resources and
funding mechanisms, the priority of the project as established by the Circuit Engineering
District, project feasibility and cost including the ability of the county to participate,
existing phase of project development, anticipated safety and mobility benefits realized
by the traveling public and commerce, and the extent the project will improve the overall
level of service and longevity of the county transportation system in the area.

Administrative Code 730:10-23-7 Project selection

Upon determination of the conformance of a proposed project with the intent of the
program and the project evaluation criteria, the coordinating Circuit Engineering District
will compile a prioritized list of recommended projects occurring within the District to be
transmitted for further consideration by the Department of Transportation. In the absence
of an acceptable project recommendation from any CED, the Department reserves the
authority to select and recommend projects to the Transportation Commission as
determined appropriate.
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CIRCUIT ENGINEERING DISTRICT #4
OBJECTIVES AND RESULTS OF OPERATIONAL AUDIT
FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

Objective 4: To determine if the District’s internal controls provide reasonable assurance that

fixed assets and consumable inventories are accurately reported in the accounting
records.

Conclusion: The District’s internal controls do provide reasonable assurance that consumable inventories
are accurately reported in the accounting records. However, the District’s internal controls do not provide
reasonable assurance that fixed assets are accurately reported in the accounting records.

Objective 4 Methodology: To accomplish objective 4, we performed the following:
e Documented our understanding of the processes related to fixed assets, which included reviewing
fixed assets records to determine periodic verifications were performed.
e Documented our understanding of the processes related to consumable inventories, which included
reviewing consumable inventory records to determine periodic verifications were performed.
e Copmpared those processes to governmental internal control standards outlined in the GAO
Standards for Internal Control.

FINDINGS AND RECOMMENDATIONS

Finding 2020-004 — Internal Controls Over Fixed Assets Records
Condition: The District is not performing periodic monitoring of fixed assets.

Cause of Condition: Policies and procedures have not been designed and implemented to ensure fixed
assets are properly maintained and updated through a periodic review by the District.

Effect of Condition: When fixed assets are not monitored, opportunities for misuse or loss of equipment
can occur. Further, this condition could result in errors, and unrecorded transactions in the accounting
records.

Recommendation: OSAI recommends that the District perform and document periodic physical inventory
reviews of fixed assets. The Board should establish policies and procedures that provide for at a minimum,
annual inventory counts to help ensure that fixed asset records are accurate.

The results of each inventory count, and any subsequent modifications to inventory records, should be
reviewed and approved by a member of management who is independent of maintaining inventory records
and performing the count. Documentation of the review should be maintained. The reviewer should also
ensure that any significant purchases are reflected in the records and that any items removed are supported
by approved surplus documentation.

In addition, the inventory records should only be accessible to the necessary personnel.
13



CIRCUIT ENGINEERING DISTRICT #4
OBJECTIVES AND RESULTS OF OPERATIONAL AUDIT
FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

Management Response:
CED Board Chairman: The District will develop policies and procedures regarding the verification of
fixed assets to ensure a physical inventory county in performed and documented annually.

Criteria: The GAO Standards — Section 2 — Objectives of an Entity - OV2.24 states:

Safeguarding of Assets

A subset of the three categories of objectives is the safeguarding of assets. Management
designs an internal control system to provide reasonable assurance regarding prevention or
prompt detection and correction of unauthorized acquisition, use, or disposition of an
entity’s assets.

Further, GAO Standards — Principle 2 — Exercise Oversight Responsibility - 2.10 states:

Oversight for the Internal Control System

These responsibilities are supported by the organizational structure that management
establishes. The oversight body oversees management’s design, implementation, and
operation of the entity’s organizational structure so that the processes necessary to enable
the oversight body to fulfill its responsibilities exist and are operating effectively.

Also, GAO Standards — Principle 10 — Design Control Activities - 10.03 states in part:

Design of Appropriate Types of Control Activities

Management designs appropriate types of control activities for the entity’s internal control
system. Control activities help management fulfill responsibilities and address identified
risk responses in the internal control system. The common control activity categories listed
in figure 6 are meant only to illustrate the range and variety of control activities that may
be useful to management. The list is not all inclusive and may not include particular control
activities that an entity may need.

Management establishes physical control to secure and safeguard vulnerable assets.
Examples include security for and limited access to assets such as cash, securities,
inventories, and equipment that might be vulnerable to risk of loss or unauthorized use.
Management periodically counts and compares such assets to control records.

Management divides or segregates key duties and responsibilities among different people
to reduce the risk of error, misuse, or fraud. This includes separating the responsibilities
for authorizing transactions, processing and recording them, reviewing the transactions,
and handling any related assets so that no one individual controls all key aspects of a
transaction or event.
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OBJECTIVES AND RESULTS OF OPERATIONAL AUDIT
FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

Additionally, GAO Standards — Principle 12 — Implement Control Activities - 12.02 through 12.04 states:

Documentation of Responsibilities through Policies

Management documents in policies the internal control responsibilities of the organization.
Management documents in policies for each unit its responsibility for an operational
process’s objectives and related risks, and control activity design, implementation, and
operating effectiveness. Each unit, with guidance from management, determines the
policies necessary to operate the process based on the objectives and related risks for the
operational process. Each unit also documents policies in the appropriate level of detail to
allow management to effectively monitor the control activity Management communicates
to personnel the policies and procedures so that personnel can implement the control
activities for their assigned responsibilities.
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CIRCUIT ENGINEERING DISTRICT #4
APPENDIX A: INTERNAL CONTROL COMPONENTS AND PRINCIPLES
FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

Work Related to Internal Controls

OSAI considered several factors, including the subject matter of the project, to determine whether internal
controls were significant to the audit objective. Based on its consideration, OSAI determined that internal
controls were significant for this audit. OSAI then considered the components of internal control and the
underlying principles included in the Standards for Internal Control in the Federal Government. According
to the Government Accountability Office, considering internal controls in the context of a comprehensive
framework can help auditors to determine whether underlying deficiencies exist.

Overall Conclusion for the Internal Control Components and Principles Identified as Significant

The table below outlines the components and principles of internal control, identifies those considered
significant to our specific objective in this engagement, and notes whether those principles were found to
be operating effectively. For those not operating effectively, further discussion and related
recommendations are included in the report.

As recommended by GAO Standards section 9.32, the full outline of the fundamental components of
internal control and their underlying principles is included for your reference.

Internal Control Audit Operating Audit Operating Audit Audit Operating

Component/Principle Objective 1 Effectively? Objective 2 Effectively? Objective 3 Objective 4 Effectively?
Control Environment Component — Foundation that provides processes and
structure to help an entity set expectations and achieve its objectives.

1. The oversight body
and management
should demonstrate
a commitment to
integrity and
ethical values.

2. The oversight body
should oversee the s
entity’s internal
control system.

NO o NO v NO

3. Management
should establish an
organizational
structure, assign
responsibility, and
delegate authority
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APPENDIX A: INTERNAL CONTROL COMPONENTS AND PRINCIPLES
FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

to achieve the
entity’s objectives.

Management
should demonstrate
a commitment to
recruit, develop,
and retain
competent
individuals.

Management
should evaluate
performance and
hold individuals
accountable for
their internal

control

responsibilities.
Risk Assessment Component — Dynamic process of identifying, analyzing, and
managing risks facing the entity.

Management

should define

objectives clearly
to enable the
identification of
risks and define
risk tolerances.

Management
should identify,
analyze, and
respond to risks
related to achieving
the defined
objectives.

Management
should consider the
potential for fraud
when identifying,
analyzing, and
responding to risks.

Management should
identify, analyze,
and respond to
significant changes
that could impact the
internal control

system.
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CIRCUIT ENGINEERING DISTRICT #4
APPENDIX A: INTERNAL CONTROL COMPONENTS AND PRINCIPLES

FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

Control Activities Component — Actions management establishes through policies
and procedures to protect against risks.

10.

Management
should design
control activities to
achieve objectives
and respond to
risks.

v

NO

NO

11.

Management should
design the entity’s
information system
and related control
activities to achieve
objectives &
respond to risks.

NO

12.

Management
should implement
control activities
through policies.

v NO

v

NO

v

NO

Information and Communication Component — Quality
communicated and used to

information

support the internal control system.

13.

Management
should use quality
information to
achieve the entity’s
objectives.

14.

Management
should internally
communicate the
necessary quality
information to
achieve the entity’s
objectives.

15.

Management
should externally
communicate the
necessary quality
information to
achieve the entity’s
objectives.

Monitoring Component — Activities to assess the quality of performance and
promptly correct any deficiencies.

16.

Management
should establish
and operate
monitoring
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activities to
monitor the
internal control
system and
evaluate the
results.

17.

Management
should remediate
identified internal
control deficiencies
on a timely basis.

The GAO emphasizes that each of the five components of internal control must be effectively designed,
implemented, and operating; for an internal control system to be effective, the components must operate
together in an integrated manner. They further stress that documentation is a necessary part of an effective
internal control system. The level and nature of documentation vary based on the size of the entity and the
complexity of the operational processes the entity performs. Documentation is required to demonstrate the
design, implementation, and operating effectiveness of an entity’s internal control system.

19




CIRCUIT ENGINEERING DISTRICT #4
APPENDIX B: STATEWIDE CIRB FUND ANALYSIS
FOR THE PERIOD OF JULY 1, 2019 THROUGH JUNE 30, 2020

CIRB FUND REVENUES VS EXPENDITURES
(INCLUDING ENCUMBRANCES)
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o

$100,000,000 e
$50,000,000
3 FY16 FY17 FY18 FY19 FY20
e Revenues $144,897,158  $158,462,100 $153,580,793  $147,522,177  $165,905,354

Expend & Encumb  $228,168,331  $369,001,665  $332,688,380  $259,086,364  $302,695,903
= Actual Expenditures  $43,966,886  $164,665,274  $169,070,285  $107,589,307  $126,065,073
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BEncumbered M Fund Balance

Source: Information provided from the Statewide Accounting System- Summary of Receipts and Disbursement
reports and Allotment Budget and Available Cash reports (presented for informational purposes).
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